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A2 EHRE T2 P AR GRFRTFELR Y 2R 106 £
67 iaf TR 26 Wi«%&qﬂ PHE o 3T - RS 2 R
P3N ETREIRR; IFNESER T AT A R BT AR
BH-RMEAPVEFTRY FER L o G ARF e d T TR
B o

<
B* §F
AR AT FRLE RS AR PR E Y 4R APL Y B 5 A
ok Tz T R E T R A SFBRIIKG

RFEFRLWEA-RONTER LHAEATRERFELR €307 FAR 106
AR JIER S EN LE EE R NS PR

B2 LA L T
API(Application B 25046 2 P I2esie¥ %% (Operating system) j
Programming BTN SN E ) RELRY AN
Interface) ARGy cHAR P IR ARNERE AR

(Bl ed e — ?Eﬁf—\ﬂnb,mﬁjg,’)ﬁﬁ%%m
RAcks & e~ BNIREH N IR (T4 e a o

APIAE R e T TR T - BAGoom A

R AR A EF REAY D T

REST 7 @ﬁ?] > % % Representational State Transfer > &_
- AR b e o TR IR O #F
Fend it e FEBE S fiE B Ei{f%d‘f?}i&ﬁ )

B (T 43 ¥ R HTTPES 2k 4% &2 GET ~ POST ~
PUT4=DELETE = ;% -

RESTful & /% f& 4 lebsk | £ @ i@ * HTTP & jREST A p1 > 1 URL % i
Ea o FRHTTPR % ;}ﬁ—rjr;ie (T (T w B2 4, o
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JSON(JavaScript - - f8# * JavaScriptdr i & 7% ;2 his *~~5~?fﬁ—'

Object Notation) RAEFEDT G ETNENEARG 3 A A
Ao kg RIS B S
Fﬂi,}tp (4

RESTful API - £ 64 * RESTful# 3- slieb API > # 742 1@
B3 & $RISONZ YAML® 74 4e 5 5 4 o

OAuth - % - ﬁF’“xj}—:%g%ﬂ.% S I EHERY =
> PRI B I?E"pxlﬂ 7 ﬁ £ 4?)%&%#1‘? ook
EXagkd fﬁ-‘ip e

API Key B A2 N o &4k FIL KRS E BT A2t e e APT2 30
A TR P A o

~ 2

)‘Lﬁﬂlj
PR R AR R KR

(-) &

e

%4 ®% Open API Initiative 232 OpenAPI Specification(rzT™
A 0AS) » 17 & Open API $tiwfth 2 - SPLIRIE » o 4 5 OAS 4 2 RESTful

API =& » @ APl 3 fig 72 242553 7 "o

(Z)EQ

% RESTful B # APl > & &5 ¥ 5 & & BT > PS5 5 3 1723
i & (Ex: Swagger UD* £ it (848 - Jh oot iRlse g2 sy APL PR
Boo R F AT R APT RS O TR 2 pF

I~ >2EH

»——\-

> %_#& - #57% A OpenAPI Specification T ¢ securityDefinitions ®
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¢ 7 A A3 (Basic Authentication) ~ & * 4#25% £ 4% (API Key) ~ OAuth -
1L TE 4R <J—E' J;API}’%%%}@F;QF]E & >F gRo

(=) * 255 1 5 &4

. gpptpd e i Y & API P k7 TLS #IR=E (Server
Authentication) ’ ® Bk @PIR:BEGHE 2 T FElEE G sxfd o

2. &R HEEAPL 2 % 5 %R i 0T AL E s

M AR 46 by (AP Key) & Fidulimgp > B ER I 16
bytes ™ Fz pdd z B L A7) §F & {FATHFREEAE F i (e email)
S

(=) B x4 (0Auth 2. 0)

OAuth 2.0 E_* »t g7 £ B RRk - 2 Web BR* 25 Lo B Y 425 >
oL At RGK K R A o B XY SR APL R E R o
#* % 2350 (Client Credentials) 175 @ * + PR a st o %

Pae FED 200 7 MaEmEEs g P v £% RFC 6749 -
(https://tools. ietf. org/html/rfc6749) » * % ¥t £ = =3 # ;% (Client

Credentials)im42% T & 4™

1. #msesg (Client): % @ 3w R PIRER NERFRIR LG ABLTRFIR
BAR LI SRR TR

2. 48 PIRE (Authorization Server): f FHZ # (T L AT ot F3x+3n
AL A RS I i e Rk S




L ¥ b PR E Y 4P APL % 4250 4 6 AR LR o i

DI =1 g 4 A A= e N
3. HE i (Access Token) @ 5 - TH TR * chidgh » 724|879 5= B £\ F

PR R ) R PIREAL -
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» oy PR K
(=) Open API %3+ 3¢

Open API &3+ 2 & %% OpenAPI Specification(0AS) = % - # RESTful
b t& API > 34§ 2 & JSON % 5¢ UTF-8 3 =~ %u# (4 % RFC T158) ©

(=) Open API é(g%éﬁﬁ
1. HTTP Url

B A APT AL R & fhie ko fe PR §_Request (AL T R o

Method URL Query Parameters

GET http:
Accept: .Z:p}J ication/json
Content-type: application/json Headers
{

"name": "Peter wWU",

"email": "pet @ma i " Body
)

Example :

https://suptech. tdcc. com. tw/api/vl/decl/form/status?rpt_year=20
20

[tem Name [tem Description Memo

HTTP Method | GET/POST

HTTP Scheme | https

HTTP Host suptech. tdcc. com. tw

HTTP /api/vl/decl api - BuRE(FT)
BasePath vl t APT 5= ~ 5L

decl © # wc F8%F
Path /form/status + 7 5 FEEE
Query rpt_year WhER
Parameters
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2. HTTP Header
(DFEHRE

API zn 4, Request/ Response Success/Response Error #2Z & * ¢ HTTP

Header Ft 41 5 30 L9 o
Field Name Field Field Format Memo
Description
X-Userld Client #* 4 | String B g2 5
(-
X-Instld Client ¥ = String # o~ H NG
pail
X- 2 EFAep P | String (ISO UTCH0) | PR &
TxnInitDateTime | ¥ yyyy-MM- 2020-08-
dd’ T HH:mm:ss. SSS' 7" | 27T05:56:33. 9197

APT = 4, Request/ Response Success/Response Error #2% & * pt HTTP

Header Fat 417 5 30 L% o

Field Name Field Field Format Memo
Description
X-Userld Client i * Jﬁ String ErgE F' K 2 NEE
k3
X-Instld Client H = s% | String B~ N
X- *EFAp P | String (ISO UTC+0) | PFRF R
TxnInitDateTime | & yyyy-MM- 2020-08-
dd’ T HH:mm:ss. SSS" 7" | 27T05:56:33. 9197
Authorization Access Token String % PRy Bk

#5 (Access Token)
%i%’,_ﬁbﬁiﬂff_ s N
B & 4 % B
"Bearer" ¥ % F
Pkl 7k
2 3 B X g
(Access Token) o




%%5@25&&5

2¢ 3R API % 425 4 o AR R 2

3. HTTP Request 7 # %4

HTTP Request & » B3 p 2= » & QP 4o

URL

Method

Header

Body

(1)URL
%R HTTP URL -

(2)Method

» 12 7 HTTP Method » ¥ 5 GET(# 39 ) ~ POST(R73/ L #7) %47 =

EE

(3)Request Header

# 7% B HITP Header -

(4)Request Body % #

Request Body *t HTTP GET Method P& Z 2z} F

JERES B FE TN P

p % iz 45 Header Content-Type 7 *77 I

% Content-Type: application/json F%, # b :

{

"rpt_year": "2020",

"rpt_num": "001",

AL 5 HTTP POST Method
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% Content-Type: application/x-www-form-urlencoded F*, # &1 :

grant_type=client_credentials

HTTP Response 3 #.% #

HTTP Response ¢ = B3 P fe = > & WZ P 4o o

Status Code Header Body

(1)Response Status Code

# * Status Code % 4% # FIFP 4o -

S Status Description LN
Code
200 0K API g = # » 31 & #2554 B Response

Body[1]
LTt b Lk 5E
Response Body[2]

400 Bad Request

401 Unauthorized gt o 4o APl Key 4 3%
403 Forbidden AP OTR o o BT A SRR
404 Not Found P FBRID
500 Internal Server APT p 3R475% & 72 B2

Error

503 Service Unavailable | PMRE P o &2 kLK

## 04xx ~ 05xx ¥ Status Code 7% & * k= 5B RFC 2616 -
(2)Response Header

# 7% B HTTP Header -
(3)Response Body

Response Body 2t & € 12 JSON 5 w @458 > w = # 2 v B4s 352 3 4

ﬁg;\‘. HP 4T oo
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[1]. HTTP Status Code : 200 - (Success)

APT w s 2 7 2.2 & e B fo N 4T
{
"repBody" : {

by
)

B repBody

APL w it L0 & T %M -

gjgf;vlj :

{
"repBody" : {
"dataName": [dataObjectl, dataObject2, :--]
},
}

[2]. HTTP Status Code : 400 - (Error)

APT w Jsdh a2 s L3k 7 B 0 5 Bap s L 5] a) 50 & Jgt 3t de

LI

{
"errors": |
{
"code": "string",
"message" : "string"
}
]
}
B code
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PRTAE RS o
B message
BT8R e i e

S ]S APICI002 2 @PE 3 B T AAB R AP 4 oy
@ﬁﬂm :
{

errors:|
{
"code": "10000100",
"message": "B AWM, CEFEAES.
(APICI002:1001:con_nm)"
b

{
"code": "10000100",

"message": "p AP E, CEF ALY,
(APICI002:1002:con_nm)"
}

{
"code": "10000100",

"message": "B RigPia G CHEF AL,
(APICI002:2001:con_nm)"

J
]
)

(=) JWE F#L4e f3 %

JSON Web Encryption(JWE) & #* % fzidzn & "€ i ek 2484 > ¢ 3R 4p B
APL #-Fx % JWE i 5 FHAE R 2484 o

TAvR N F TP basebdurl Sofg o AP

D
~

JVE & % JSON Ft a4
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#* Z_JWE Compact Serialization i¥ & f@ﬁ%%ﬁﬂ?ﬁiﬁagﬁ  F M B
B2 P v 2% RFC 7516 (https://tools. ietf.org/html/rfc7516) -

EA A
(1) = 4% £ 4 (Content-Encrypt Key : CEK)

(&2 e 4] 07 50/im APL UL T B BEA2Y 2 BRI AP M
i 5 % 3% JWACRFCT518 : JSON Web Algorithms) 5.1 -

2. API A & &

4 %% -API 21 & (context)
{

"repBody" : {

b
}
se i -API 2 4 (jwe-enveloped ) |
eyJ1me101JBMTI4QOJDLUhTMJU2I1w1YWxnIJoiZGlyIno..ZrdlMQbMRppo_onQTGNPBQ.

G15aQ11knZG89rQKzV-d1rLYn_oQg3ulh2-
LEYSF jFUIFZPKJ9em0J s1xZhDY800pgxtST jJ2ubRVHOHSNIQUkOrb_AopiAhGBZiy3NBdbg

. zvwB4ugal L9ERAVUoBVO1w

3. APl i i=(4cis)

% JWE Compact Serialization ® # *7 |7 REE{FLZAIEFIEF H B

“—‘"P-FJ», e N F\ TG
(1)Protected Header : %5 it & 2 4c % g & ;2 33

v JWE L 445 0w 5 F o 354 JWACRFCT518 = JSON Web Algorithms)
5.1

v dedk * A128CBC-HS256 » ¢ 4 = & % {"enc":"A128CBC-HS256"} -
A128CBC-HS256 # 7+ 4 * AES_128_CBC_HMAC_SHA_256 authenticated
encryption algorithm- # ¢ AES 128 CBC # 77 A~ 4 R /% 5 = »

11
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HMAC_SHA_256 # 7n ~ < & Fiw &2 » ¥4 JWA 5.2.3 -
v' f 4% BASEG4URL %075 -

(2)Encrypted Key : #5 it & 2 4 24T

V B R AR RGE e FLEEF BRIz P8 A

v’ ’f $ BASE64URL %5 -

(3)iv - Initialization Vector

\\\?{r

(=
=
TS
¢

pa
g

Hoo

Vo Ao R AT ATRRY JFE T T 2 4 4
v’ /E ¥ BASE64URL 45 -

(4)ciphertext : 4c R % =
v 7f +% BASEG64URL % %5 -
(b)tag : JWE Authentication Tag

v %j@p;g\,j\c*ﬂri FE e RSk B o
v JE 4% BASE64URL %75 -

4. APl L4 AR A

PR RE 2 *‘v?ﬁ,%(Z) ~ (b))~ (6) B & i iwi2 0 34 JWE(RFCT516 :
JSON Web Encryption)*s4s A -

(DFERA2 e BFE 2

A4 T4y T (JWE Protected Header) | 12 Baseb64URL % #5
= protected o 4r & 2 4 B F B F & {"enc":"A128CBC-HS256",

v

"alg","dir"} ’ 2l Base64URL o B = B
eyJ1bmM101JBMTI4Q0JDLURTM jU211wiYWxnI jo1ZGlyIn0 -

12
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> 4
"eyJ1bmM101JBMTI4Q0JDLUNTM jUZ211wiYWxnI jo1ZGlyIn0"

(DAL [*~ 4t £45]

A4 256 Bits jtik > 4ok < 4o % & 2 5 AL28CBC-HS256 » 7t 128
Bits 5 HMAC Key » 4 128 Bits 5 ENC Key -

(A4 IViE

précAd 2 - 1 128 Bits Initial Vector -
->
"1v" " ZrdIM9bMRppo_on9TGNP6Q"

OESES -

A128CBC-HS256 & & ;2 i& {7
>

"ciphertext" :"G15aQl 1knZG89rQKzV-dlrLYn_oQg3ulh2-

LEYSF jFUTFZPKJ9em0J s1xZhDY800opgxtST jJ2ubRVHOHSNIQUkOrb_AopiAhGB

Z1y3NBd5g"

B TAPT 3 & BB ) 2 T 4
4

(5)A 4 tag &

#-4 2 (1) A 2 0 protected ™ ASCII %#% » & & J1 aad(Additional
Authenticated Data)® 3+ % aad & B 2 2 - »* 8 B Bytes #aad Length>
b4c aad & B & 51 B Bytes(408 Bits) > B] A& # v aad Length 3
0x0000000000000198 -

2 £ aad ~ Initial Vector ~" %~ ;~aad Length’ 4raad || Initial

Vector || context-ciphered || aad Length ’ 44 < 4c %+ A128CBC-

13
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HS256 i ¥ i » Rl ¢ * HMAC-SHA256 i & j% » 12 3 2 & 4 1 HMAC Key %t
S A TR FEE > o IMAC & 0 ¥ 5% 128 Bits & [ pE®
®

>

"tag" :" zvwB4ugal L9ERAvUOBVO1w"

(6)# 21 JWE Compact Serialization 4r %2t 4

>
eyJ1bmM101JBMTI4Q0JDLURTM jU211wiYWxnI jo1ZGlyIn0. . Zrd IMO9bMRppo_o

n9TGNP6Q. G15aQ11knZG89rQKzV-dlrLYn_oQgdulh2-
LEYSF jFUIFZPKJ9em0Js1xZhDY800pgxtST jJ2ubRVHOHSNIQUkOrb_AopiAhGB
Z1y3NBdbg. zvwB4ugal LOERAvUOBVO1w

14
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(__

4
W

)AL RKRFHE

fa| H*x |
#| API# | P B APl # o B*EP
A Y A API Path
5L A% | 5
e U S !
% 2 ?g
R post /token
1 o | B T
(Joauth POST /revocation
3 R R LY
) POST /check_token
=S
% ¢ 3R ﬁ LECEE S
(/decD) | 1 GET /forms/status/insts/{inst_code}
L | BFAFELEG)
® | GET
9 /forms/{rpt_code}/years/{rpt_year}/nums/{rpt_num}/insts/{inst_
code}
L | PEEEA)
* | POST
3 /forms/{rpt_code}/years/{rpt_year}/nums/{rpt num}/insts/{inst_
code}
, | B E AR
X 3 % | =
R D GET /forms/{rpt_code}
% _
(/meta) | 1
% aa z A A
GET /anno/annos
(/anno) | -
|

15
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(=) LRk

1. # e Ffi4oiiP 5 additionalProp*: 4 71 3% = &4k d p 37 Key/Value
T s key A4EE 0 F 5 F P AL svalue FEHBEE T FELALES

R % o Bl4e tobject ~ object array - string ~ string array % 4] f& >
ARA ARG AP 20l A BT R 7 R foms UL 5 array > b
SUp A" 3 iE R 8 0 additionalPropX' & F 44 H T

add1t1onalProp*év’ﬂi‘] B PR EERF R AL wT wr B2

5P 5338 Al Key/Value 228 > @ JSON FALE I 407
{
"repBody" : {
"forms": [{

"rpt_code": "APICI002",
"rpt_cycle": "M",
"rpt_ver": "10901",
"rpt_year": "2020",
"rpt_num": "001",
"apply_date": "20200110120000",
"apply_status": "UPLOADED"
b ]

2. 7 M TP T & JSON #583% 5 2 Key/Value 28 5 4 > R A
FHBPERSALRT 220 EATHF 2 #5582 EH YL -
3. FTAFEAZEER BETEIL N 27 w5 i@ (NULL) -
(D% Key HFEHP 72 FPALEF  »RZFE > blde """ o
(DZKey #HFHPM 55 ISONSF 23> w25 bldet {} o
(izKey #HFRPMF 5 LAA LR wRZEH > blde: [] o

AT

ETIN

16
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(=) E$48 (/oauth)

1. B# 35145 (token)

API Method &
Path

POST /token

APT 7 a¢ 5 P?

% client 2@ APl Token {4 » % ¥ APl Token % H ¥ & & S #ick kB
access token °
FTRPIREH API LR 4of % 24 & > 4o? Fapst iy APL V44

$- access token ¥ =t i * 3 N o

Request Header

Content-Type

i# * application/x-www—-form-urlencoded (3% RFC 6749)

Authorization

¢ * Basic + base64 (Client ID:API Key)

Request Parameter

2 i,’g _% _\: FE 5 *&E I:EJ {?' :L/g (*&5 fiﬁ%"’?i>
TS Liahie i 5 1
ey grant_type |string | & i RFC 6749 & & » iz Client
Credentials /4% » & P~ access
token ¥ it # client_credentials
Success Response
Response Header
Conte
nt- %+ RFC 7669 . > 7 * application/json;charset=UTF-8
Type

Cache | = RFC 6749 & + » * no-store

17
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Contr

ol

Pragm | & RFC 6749 & # » * no-cache

a

Body JSON Format

L # -2

(B e )
B

access_token string

access token &

token_type string 7 &% Bearer » %% p RFC 6750

expires_in integer rFy s H =0 WP access token F 3%
PR E R

scope string PAET 5 B APT 47 %)

jti string JWT ID, :& i Token & — %] &

Response Body

{

"access_token" :
"eyJhbGci01JIUzIINi IsInRbcCI6IkpXVCI9. eyJzY29wZS16WyJkZWNsIO1JqYXZhaWslc
2UtY2xpZW501n0. 9KP4RIvC_j2P5yGI6TUMMZZTk-0ShK3I0Y7N-g1SQxY",

"token_type": "bearer",

"expires_in": 35999,

"scope": "decl",

"jti": "9664d93e-06f4-4c32-adad-cch86cadbbab"

2. P~ 3P 45(revocation)

API Method &
Path

POST /revocation

APT # ¢ s p?

v API #%x & client i #r authorization server 141 access token i# * o

Request Header

18




LXgma =T 3 AP ¥ 425 1 o HOriR R v &

Content-Type

i * application/x-www-form-urlencoded (3% RFC 6749)

Authorization

i# * Bearer + access_token

Request Parameter

PSS 13} 93 to TR G
i 5 1 i p

Success Response

Response Header

Content-
Type

%+ RFC 7669 3. » #* application/ json;charset=UTF-8

Body JSON Format

R

(B 42
B g

code

(code)

B & w ke revoke success
code > P o T&HKMT = f& ¢
token_revoke_success * 4p & =
token revoke = # ;
token_already_revoked 4 token @

s

message

string

(message)
¥} revoke success code fHiE- H
fu it

Response Body

{

"code" :

"token_revoke success",

19
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J

"message": "access token revoke success"

3. & +% 735145 (check token)

API Method &
Path

POST /check_token

APT # ¢ PP

authorization server # & APl #2232 access token & /2 14+ o

Request Header

Content-Type

i# * application/x-www-form-urlencoded(#-% RFC 6749)

Authorization

i * Basic t+ base64( ¥ =75 :API Token) i¥ % A~z F AL

Request Parameter

o N o
@ 5 f i
query token string | & resource_server & ¥ +% ¢ token

Success Response

Response Header

Content-
Type

%+ RFC 7669 #.p » #-* application/json;charset=UTF-8

Body JSON Format

e e (B B i)
active boolean (activate)

Introspection response * » % H_

20
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% d 3% authorization server #7% -
® :Bi2 3 4% resource owner A1k o I
B A repFRF R > w true or false

scope string (scope)
2 JSON = 8 # 3% 4 77 3% token 2 4g
¥ 7]

client_id | String (client_id)
P~ % access_token FF#7 i * o
client_id

exp long (exp)
token B Hp pF R o EEHCA| R 0 AL
1970-01-01T00:00:00Z UTC F¥ 4
#c 0 4p token m PEI|H - ¥ 53 RFC
3339 e3¢ o & 2 & & RFC 7519
r %

jti string (jti)
% iz B token erunique id » &)
4 ¢ token %% e db PF* dhuuid 0 ¥
%+ RFC 7519 » ™ ¥ 4 replay
attack

Response Body

{
"scope": [
"decl”
1,
"active": true,
"exp": 1588247476,
"jti": "9664d93e-06f4-4c32-ada3-cchb86ca3bbhab",
"client_id": "javainuse-client"

21




X

X AR P BT IR I AP] B AR g HONTRE R 2

(w) 3R 4 ¥ 3R

1. ¥ 3 (/decl)

(1) B33k &R

s

Ry

API
Method &
Path

GET /forms/status/ insts/{inst_code}

API # ¢

hid Y WA REG

Request Header

Content-
Type

text/plain

Request Parameter

@y o o 1 =3 i (B is)
R fi e B e
path inst_code string | & bl -
rpt_code string E, (lefp |34 N5
query
#-)
AU rpt_cycle string | %, (L7 | 4R 44
#-) (FR#FRF LT e, ABEiEY
AL
QUery | rpt year string |z (ej |[#4&R
#-)
query rpt_num string | % 3R 4 H) B
(RIFBFLEREEHR )
Query | offset integer | g RS ST ]
(GEX 0)
(3% 20, 4246 100 ¢ 2~ 100 5 5 #0)

22
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Success Response

Response Header

Conten
t-Type

text/plain

Body JSON Format

JR% s BH Sy e (AR ARE-Y BT DD

Response Body

eyJ1bmMi0iJBMT14Q0JDLUNTM jU21iwiYWxnl joiZGlyIn0. . Zrd IM9bMRppo_on9TGNP6Q
. G15aQ11knZG89rQKzV-d1rLYn_oQg3ulh2-

LEY5SF jFUIFZPKJ9em0JsixZhDY800pgxtST jJ2ubRVHoHsNIQUkOrb_AopiAhGBZ1iy3NBdb
g. zvwB4ugal LOERAVUoBVO1w

Decryp
t JSON
Data

{
"repBody" : {
forms: [
{

"rpt_code": "APICI002",
"rpt_cycle": "M",
"rpt_ver": "10901",
"apply_date": "20200110120000",
"rpt_year": "2020",
"rpt_num": "001",
"apply_status": "UPLOADED",
"apply_start_date": "20200101",
"apply_end_date": "20200125",

nn

"check_mark ": ,

"rpt_code": "APICI410",
"rpt_cycle": "M",

"rpt_ver": "10901",
"apply_date": "20200110130000",
"rpt_year": "2020",

"rpt_num": "001",
"apply_status": "UPLOADED",
"apply_start_date": "20200101",
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"apply_end_date": "20200125",

nn

"check mark ": ,

"rpt_code": "APICI415",
"rpt_cycle": "M",

"rpt_ver": "10901",
"apply_date": "20200110140000",
"rpt_year": "2020",

"rpt_num": "001",
"apply_status": "EMPTY",
"apply_start_date": "20200101",
"apply_end_date": "20200125",

"check_mark ": "",

| P

1,

paging: f{
"offset": "20",
"limit": "10",
"total": "63",

}

}
}

(2) &34 4 ()

API

Method & OET

Path /forms/{rpt_code}/years/{rpt_year}/nums/{rpt_num}/insts/{inst_code}
APT # i )

2 m L EID)

Request Header

Content-

Type text/plain

Request Parameter

24
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g s e o 4o i . (Hf B )
LEVASIFS Ly Wieds | LFes gfﬁ;m
rpt_code string i IR % Sl
path (FR# R 55 e, fBTEA
A
path rpt_year string q_ WEER
path rpt_num string 7 37 £ ¥ ¥
path inst_code string g H s
Success Response
Response Header
Conten .
t-Type text/plain

Body JSON Format

2
D7

|

'

% 18 AR S e (R A -y BT EAD

Response Body

eyJ1bmMi101JBMTI4Q0JDLUNTM jU211wiYWxnl joiZGlyIn0. . ZrdIM9bMRppo_on9TGNP6Q
. G15aQ11knZG89rQKzV-d1rLYn_oQg3ulh2-

LEY5F jFUIFZPKJ9em0JsixZhDY800pgx tST jJ2ubRVHoHsNIQUkOrb_AopiAhGBZiy3NBdb
g. zvwB4ugal LOERAvUoBVO1w

Decryp
t JSON

Data

(4 T ik dpdR & %50 %% JSON 44, apiCIXXX-GET- 44, json)

(3) ¥ R4 ()

API
Method
& Path

POST
/forms/{rpt_code}/years/{rpt_year}/nums/{rpt_num}/insts/{inst _code}
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API #

Request Header

Conten

t-Type application/ json

Request Parameter

V| werg | weun | Lees N
rpt_code string i I & Sl
path (FRBPFF 5L e, SBEEAE S
)
path rpt_year string 7 R4 ER
path rpt_num string 7 3R 4. #p #c
path inst_code string g H s
body enc_data string 7 (enc_data)
e isedR & FoR, % JWE e B RR
7.
Request Body
{
"enc_data":
"eyJ1bmMi01JBMjU2RONNT1iwiYWxnI joiZGlyIn0. . OfzsKnjwT_KERUIZ. 8FxP908nSr6
ANbZa. meckSn-YS01lyg_ 2AWxANoA"
}
JSON o mwt sbap b 54 i, (Y 7R 4 B FRHCDD)
Format
g)i(t)g (B BIFA: 3454 2 %% %4 JSON #54 %, apiCIXXX-POST- 7 #44%. json)

Success Response

26
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Response Header

Conten

t-Type text/plain

Body JSON Format

i35 B R e (A -w BTR D

Response Body

eyJ1bmMi01JBMTT4Q0JDLUNTM jU21iwiYWxnl joiZGlyIn0. . Zrd IM9bMRppo_on9TGNP6Q
. G15aQ11knZG89rQKzV-d1rLYn_oQg3ulh2-

LEY5F jFUIFZPKJ9em0JsixZhDY800pgxtST jJ2ubRVHoHsNIQUkOrb_AopiAhGBZiy3NBdb
g. zvwB4ugal LOERAVU0OBVO1w

Decryp | {
t JSON "repBody" : {
Data "rpt_code": "APICI002",

"rpt_ver": "10901",
"apply_date": "20200110120000",
"rpt_year": "2020",

"rpt_num": "001",
"apply_status": "UPLOADED",

2. 3% & (/meta)

API

Method & | GET /forms/{rpt _code}
Path

API # it L

‘?‘j’;pg EN@&?T\ ;&?\’},

Request Header
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Content-

Type text/plain

Request Parameter

®igo | W | FedE | LEes (g :i?)
rpt_code string i 3F & Sdh
path (FAFRF2Y e, CETHRA T
)
query rpt_year string A FEER
Uty rpt_num string 3 e E

Success Response

Response Header

Conten

t-Type text/plain

Body JSON Format

JR% s BHr & e (AL e BT D

Response Body

eyJ1bmMi01JBMTI4Q0JDLURTM jU211w1YWxnI joiZGlyIn0. . Zrd IM9bMRppo_on9TGNP6Q
. G10aQ11knZG89rQKzV-d1rLYn_oQgdulh2-

LEY5SF jFUIFZPKJ9em0Js1xZhDY800pgx tST jJ2udRVHoHSNIQUkOrb_AopiAhGBZ1y3NBdo
g. zvwB4ugal L9ERAvUoBVOlw

Decryp
t JSON | (4= & T s ik dpdF & %5l 54 JSON A% %t i, apiCIXXX-GET- < & 4%. json)
Data
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3. =

P

4, (/anno)

API

Method & | GET /annos
Path

API # & 5

S had

Request Header

Content-
Type

text/plain

Request Parameter

2 V) kY ~ as g e L 5 == fiﬁ'),z '?f—)
VS E | e | Feds | Lres N
start _date string T AR
query
(GGER =o'y p, $#3%: yyyyMMdd)
; N
query end_date string Z N A Y
(#3: yyyyMMdd)
auery | offset integer | AT Sl s R
G 0)
query limit integer | % AT pe- T A
(FF3 20, 42 100 € > 100 = ¥ #0)

Success Response

Response Header
Content- o _
Type application/ json;charset=UTF-8
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Body JSON Format

, - Vo a (B )
1 & f 1 =3 @
repBody object (repBody)
&7 v FAL S R
annos object array (repBody. annos[i])
2t B &
anno content string (repBody. annos|[ i ]. anno_content )
B 3P F
anno_is_ top string (repBody. annos[i]. anno_is_top)
T FETE (1=%£7%)
anno_publisher | string (repBody. annos|[ i ]. anno_publisher)
B P
anno_start_date | string (repBody. annos[1i]. anno_start_date)
A2 R
anno end date string (repBody. annos|[i]. anno_end_date)
- NER X 8
e
anno title string (repBody. annos[1i]. anno_title)
B A
anno_type string (repBody. annos|[ i ]. anno_type)
244827
offset 1nteger (repBody. paging. offset)
AN R
limit integer (repBody. paging. limit)
5 B
total integer (repBody. paging. total)
KIS - S
Response Body
{
"repBody" : {
"annos": [
{
"anno_content": "BlzEFT AL,
"anno_is_top": "1",
"anno_publisher": " & i&",
"anno_start_date": "20200101",
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"anno_end_date": "20200110",
"anno_title": "BIEFAF-E ",

" < N\ 4N
|

"anno_type": " & (2

—

"anno_content": "BIFEF AL ..,
"anno_is_top": "0",
"anno_publisher": " & %",
"anno_start_date": "20200101",
"anno_end_date": "20200110",
"anno_title": "BIFEFH-- L oL

" anno_type” . n_ .E:)Jt 2}% n

{
"anno_content": "BFEF AL ..,
"anno_is_top": "0",
"anno publisher": " & i&",
"anno_start_date": "20200101",
"anno_end_date": "20200110",
"anno_title": "RIFEFH-£& 22",

" anno_type” . " —é ‘g 2}% n

{
"anno_content": "RIFEF AL ..,
"anno_is_top": "0",
"anno publisher": " & i&",
"anno_start_date": "20200101",
"anno_end_date": "20200110",
"anno_title": "RIEEF - kLT,
"anno_type": " & %
s
1,
"paging": {
"total": 4,
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"offset": 0,
"limit": 20

N ‘f:]-&-

(=) T3

B AR T BT AT

i LA ¢ =2 & <§§§$>
repBody object (repBody)
array v TR B R B B RF R
forms object (repBody. forms)
array i
rpt_code string (repBody. forms[i]. rpt_code)
I & Sl
rpt_cycle string (repBody. forms[i]. rpt_cycle)
WA (FPHERGFT e SBITEL T T
rpt_ver string (repBody. forms[i]. rpt_ver)
IF A R A
apply_date string (repBody. forms[i]. apply_date)
L
rpt_year string (repBody. forms[1i]. rpt_year)
HEER
rpt_num string (repBody. forms[i]. rpt_num)
4D
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apply_status

string (repBody. forms[1i]. apply_status)

L= (Fl‘} %Fﬂ’j‘x‘v’r}b‘ R R J’yy?\'} )

apply_start_date

string (repBody. forms[i].apply_start_date)

¢ AR e
apply_end_date string (repBody. forms[i]. apply_end_date)
vOARA L P
check _mark string (repBody. forms[1i]. check_mark)
Wwriirie (FRFRF S e, fBIas Y T4
paging object (repBody. paging)
AR R
of fset integer (repBody. paging. of fset)
A F R
limit integer (repBody. paging. limit)
£ 3
total integer (repBody. paging. total)
K d
HAFEA-TRFT D
o o gk g
geg |7 ;h (g ;;;?)
repBody object | (repBody)
array | ¥ # v R FA SRR BER 0 Sy TR
forms object | (repBody. forms)
array | = @A FTHE 8
apply_info object | (repBody. forms[i].apply_info)
Y 3R A BE
apply_status | STTiN€ | (repBody. forms[i]. apply_info. apply_status)
VAR (FREERG ST e, BT ARA T T
apply user_id | string | (repBody. forms[i]. apply_info. apply user_id)
F#4 1+ BEID
apply_user_na | string | (repBody. forms[i]. apply_info. apply_user_name)
me WA BEEL
check_mark string | (repBody. forms[1i]. apply_info. check_mark)
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Wwtiiiie (FRFEFG S 48, B TaA 4T
form_data object | (repBody. forms[1i]. form_data)
I F F 3
rpt_code String | (repBody. forms[i]. form_data. rpt_code)
3R L L
rpt_ver SIring | (repBody. forms[i]. form_data. rpt_ver)
LR A
rpt_dt string | (repBody. forms[i]. form data. rpt_dt)
F4EY (rptdt 3¢ #Fexcel 27 B3 LE D)
inst_code string | (repBody. forms[1i]. form_data. inst_code)
H kg
rpt_year String | (repBody. forms[i]. form data. rpt_year)
WHEAER
rpt_num String | (repBody. forms[i]. form_data. rpt_num)
3% £ ¥ ¥
tabs object | (repBody. forms[1i]. form_data. tabs[i])
array | # R
tab code string | (repBody. forms[1i]. form data. tabs[i]. tab_code)
B EA ARy
tab._type string | (repBody. forms[1i]. form data. tabs[i]. tab_type)

AP (FRFRGFSS U, ABETEAT TR

tab_row_count

intege

(repBody forms[1i]. form data. tabs[i]. tab_row_count)

r T8 (§ tab_type=SEQ_FIX p#)
datas object (repBody.forms[i].form_data.tabs[i].datas[i])
array | & R =
FOW 10 intege (repBody. forms[1i]. form_data. tabs[i].datas[1i]. row_no)
r * BAF T
col name string | (repBody. forms[1i]. form_data. tabs[i]. datas[1i].col_name)
A S
data_group string | (repBody. forms[1i]. form_data. tabs[i]. datas[1i].data_group)
- AR EAE(FRFE RS e, B ITELTTR)
data code string | (repBody. forms[1i]. form_data. tabs[i]. datas[1i].data_code)
B F R A B
data string | (repBody. forms[1i]. form data. tabs[i].datas[1i].date)
FRAF T
appxs object (repBody. forms[i]. form data. tabs[i]. appxs[i])
array o

1‘} T
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appx_code string | (repBody. forms[i]. form_data. tabs[i]. appxs[i]. appx_code)
st E TR R
appx_type SIring | (repBody. forms[i]. form data. tabs[i]. appxs[i]. appx_type)
R PR (FEE RS W, ABERA T TR
datas object | (repBody. forms[1i]. form_data. tabs[i]. appxs[i].datas[i])
array | 'f# W =FoR
rOW 10 intege (repBody. forms[1i]. form_data. tabs[i]. appxs[i].datas[i].ro
B W_no)
r
iR TR
col name string | (repBody. forms[1i]. form_data. tabs[i]. appxs[i].datas[i].co
B 1_name)
CES
data_group string | (repBody. forms[1i]. form_data. tabs[i]. appxs[i].datas[i].da
B ta_group)
A A (TR RS W, RBTEE T TR
data string | (repBody. forms[1i]. form_data. tabs[i]. appxs[i].datas[i].da
te)
MO A
¢ odpdp - b iR
, , W =3 (g i)
> 7 45
[ i B m
postBody object | (postBody)
array | FoEL @endo ot BB = HR BT R
form object | (postBody. form)
I 4 P iE T
apply_info object | (postBody. form. apply_info)
Y IRAR R T
apply_user_id | string | (postBody. form. apply_info. apply_user_id)
F4@EID
apply_user_na | string | (postBody. form. apply_info. apply_user_name)
me FhBEE L
form_data object | (postBody. form. form data)
e N e p WU R A ) Sl ES
rpt_code string | (postBody. form. form_data. rpt_code)
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rpt_dt SIring | (postBody. form. form data. rpt_dt)
FEEY (rpt.dt 59 #FFexcel ¢ B3R ELAE ! Fix)
inst_code string | (postBody. form. form_data. inst_code)
H =1~ 75
rpt_year string | (postBody. form. form data. rpt_year)
FEER
rpt_num SIring | (postBody. form. form data. rpt_num)
3% £ ¥ #c
tabs object | (postBody. form. form_data. tabs[i])
array | % R 7
tab code string | (postBody. form. form_data. tabs[i]. tab_code)
B ER ARy
tab_type string | (postBody. form. form_data. tabs [i]. tab_type)
FRAE (FRFEFGEY A8, fBTa4s LT
tab_row _count | \0t€8€ | (postBody. form. form data. tabs[i]. tab_row count)
r ¥ TR 78 (F tab_type=SEQ_FIX p%)
datas object | (postBody. form. form_data. tabs[i].datas[i])
array | # R =F AR
FOW 10 intege | (postBody. form. form data. tabs[i].datas[1i]. row no)
B r Rty 7 EL
col name string | (postBody. form. form data. tabs[i].datas[i]. col name)
* B = r’ﬁ-
data_group string | (postBody. form. form_data. tabs[1i].datas[1i]. data_group)
B R AR (FRFERG Y 48, fBITERAETER)
data code string | (postBody. form. form_data. tabs[i].datas[1i].data_code)
B R N E
data string | (postBody. form. form_data. tabs[i].datas[i]. data)
FRAF T
appxs object | (postBody. form. form_data. tabs[i]. appxs[i])
array "ﬁ%\' ?;}J
appx_code String | (postBody. form. form_data. tabs[i]. appxs[i]. appx_code)
Ry
appx_type string (postBody. form. form_data. tabs[i]. appxs[1i]. appx_type)
A F AR (TR RS 48, fBITRAY TR
datas object | (postBody. form. form_data. tabs[1i]. appxs[i].datas[i])
array | 'f# iR
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FOW._TI0 intege (postBody. form. form_data. tabs[i]. appxs[i].datas[i]. row_
no)
r OER AL
col name string | (postBody. form. form_data. tabs[i]. appxs[i].datas[i].col_
name )
it o
data_group string | (postBody. form. form_data. tabs[1i]. appxs[i].datas[i]. data
_group)
AR A (TR RS e, R TEA LT
data string | (postBody. form. form_data. tabs[1i]. appxs[i].datas[i]. date
)
i
UIRSE A - BT
v b ge - (B 88 1)
LS e gaém
repBody object (repBody)
array 2 TR R R B e HRY BT A
rpt_code string (repBody. rpt_code)
I 4 B
rpt_ver string (repBody. rpt_ver)
3 4OR A
apply date string (repBody. apply_date)
¢ 3ppHp
rpt_year string (repBody. rpt_year)
WFEER
rpt_num string (repBody. rpt_num)
3R 4 H) B
apply_status string (repBody. apply_status)
VAR (FHEERF S e, ABEARET TR

LHEF A RN BT A
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v p s [hadY (B B i)
WA W% gaim
repBody object | (repBody)
WEFA BB B B oF AR
meta object | (repBody.meta)
WA THRFTH OB B
rpt_code string | (repBody. meta. rpt_code)
IR £ st
rpt_name string | (repBody. meta. rpt_name)
WL
rpt_currency | string | (repBody.meta. rpt_currency)
SN
rpt_unit string | (repBody. meta. rpt_unit)
FEPEEHE
rpt_ver string | (repBody. meta. rpt_ver)
R AR A
rpt_ver_last | string | (repBody.meta. rpt_ver_last)
FE (s HIRAE
rpt_cycle string (repBody. meta. rpt_cycle)
WA (FRFEFRGFY A8, fBTEE ST
release statu | string | (repBody.meta. release status)
S FEF A RE (FRFERGES e, fBTEA T TR
release _date |string | (repBody.meta. release_date)
ARG p I
tabs object (repBody. meta. tabs[i])
R F M
array
tab_code string | (repBody. meta. tabs[i]. tab_code)
ER ARy
tab_name string | (repBody. meta. tabs[i]. tab_name)
8] EH
tab_type string | (repBody. meta. tabs[i]. tab_type)
FRAAE (FRFRGFFY A8, ABIEET TR
tab_row_count intege (repBody. meta. tabs[i]. tab_row_count)
. #7478 (§ tab_type=SEQ FIX F)
tab_sort_no intege (repBody. meta. tabs[1i]. tab_sort no)
. ZRER 5
tab_head object (repBody. meta. tabs[i]. tab_head[i])
FRAFETH
array
chk_code string | (repBody.meta. tabs[i]. tab_head[i]. chk_code)

AR AR B
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col_name string | (repBody. meta. tabs[i]. tab_head[i]. col_name)
col_title string | (repBody. meta. tabs[i]. tab_head[i].col_title)
o8 A P AR
data_length string | (repBody. meta. tabs[i]. tab_head[i].data_Length)
AR AGTHELR
input_type string | (repBody.meta. tabs[i]. tab_head[i]. input_type)
R & B A
sort_no intege (repBody. meta. tabs[i]. tab_head[i]. sort_no)
- o & B A L
tab_cols object (repBody. meta. tabs[i]. tab_cols[i])
F RAF R
array
col_name string | (repBody.meta. tabs[i]. tab_cols[i].col_name)
Jfelp i 2 A
col_no intege | (repBody.meta. tabs[i]. tab_cols[i].col _no)
r B AP BB
col_type string | (repBody.meta. tabs[i]. tab_cols[i].col_type)
F RAP AR (;I‘f %Fﬂﬁ"i\‘v Hit s, I*E%i%ﬁf?&#")
data_code string | (repBody.meta. tabs[i]. tab_cols[i].data_code)
FRAF FOR 5
data_group string | (repBody.meta. tabs[i]. tab_cols[i].data_group)
FRF TR (FREFFGFY 98, fBTEE T T
data_length string | (repBody. meta tabs[1i]. tab_cols[i].data length)
ZRFFTHEER
input_type string | (repBody. meta. tabs[1i]. tab_cols[i]. input_type)
FRAF g~ R (FRFEFG S e, fBTEE TR
is_req boolea | (repBody.meta. tabs[i]. tab_cols[i].is req)
n 2R AT S REF
row_no intege | (repBody.meta. tabs[i]. tab_cols[i].row no)
r F B AF A5
text_content | string | (repBody.meta. tabs[i]. tab_cols[i]. text_content)
AR IR
appxs object | (repBody. meta. tabs[i]. appxs[i])
array | i a4
appx_code SIring | (repBody. meta. tabs[i]. appxs|i]. appx_code)
G A ]
appx_type SIring | (repBody. meta. tabs[i]. appxs[i]. appx_type)
R FAEAE (FRFFG Y A8, fBza4 5T
appx_head object (repBody.meta.tabs[ ]. appxs[i].appx_head[i])
R EAFTAH
array

39




e P ERY 4R AP % A2 1 6 PR R 2

chk_code string | (repBody. meta. tabs[i].appxs[1i].appx_head [1i].chk_code)
FRrt A AT A
col name string | (repBody. meta. tabs[i].appxs[1i].appx_head [i].col_name)
I T gy
col title string | (repBody.meta. tabs[i]. appxs[i].appx_head [i].col_title)
Rt A A R R
data_length string | (repBody.meta. tabs[i]. appxs[1i].appx_head
[i].data_Length)
PR EAAEFTALR
input_type string | (repBody. meta. tabs[i]. appxs[1i]. appx_head
[1]. input_type)
R d A A (FRERG 2348, B ILRES
sort_no intege (repBody. meta. tabs[1i]. appxs[i]. appx_head [i].sort_no)
. Foevtd A EEE R
appx_cols object | (repBody. meta. tabs[i]. appxs[i].appx_cols [i])
array | 2 R'gEHF TR
col name string | (repBody. meta. tabs[i]. appxs[i].appx_cols[i].col_name)
R EAF LA
col_no intege | (repBody.meta. tabs[i].appxs[i].appx_cols[i].col no)
r ER LTS A%
col_type string | (repBody.meta. tabs[i]. appxs[i].appx_cols [1i].col_type)
FRGEAR AR (FRFFGFY G, A5 3T
data_code string | (repBody.meta. tabs[i]. appxs[i].appx_cols[i].data_code)
PR AR T AR
data_group string | (repBody. meta. tabs[1i]. appxs[i]. appx_cols[i].data_group)
ARmEAFETEEE (FRERG S 8, fBTss Y
)
data_length string | (repBody.meta. tabs[i]. appxs[i].appx_cols[i].data_length
)
A ETAEER
input_type string | (repBody. meta. tabs[i].appxs[1i].appx_cols[i]. input_type)
LA B (TR R RS e, R A A
A
1s_req boolea | (repBody.meta. tabs[i].appxs[i].appx_cols[i].is_req)
n ARMEAF LT S
row_no intege | (repBody.meta. tabs[i].appxs[i].appx_cols[i].row no)
r F RV A AR 7 5L
text_content | string | (repBody.meta. tabs[i].appxs[i].appx_cols[i]. text_conten

t)
FRMEAF IR
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EX Ao P EmY 37 APL RY 258 /1 6 iR 2 2

URI %#c
i LA RPN E LN
apici002, apici201, apici210
,apici2lb, apici2l6, apici2l7
,apici22b, apici226, apici230
,apici240, apici281, apici302
,ap?c?303,ap?c?304,ap?c?320 4
rpt_code ,apici326, apici330, apicid4d (% sy ) 3 »

,apici1349, apicid9, apici405 B
,apici407, apici410, apicidlb
,apici1420, apici42b, apici430
,apici4b0, apicid4bl, apici460
,apicib01, apici625, apici701
,apici70b, apici901
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EX&po P2y s APL Y 425% 1 6 PR 2 <

Y
%A LA g P
APICIO002, APICIZ201, APICIZ210
, APICI215, APICI216, APICI217
, APICI225, APICI226, APICI230
, APICI240, APICI281, APICI302 i 4 sk
, APICI303, APICI304, APICI320 (it » %’x
form. rpt_code , APICI326, APICI330, APICI343 i *‘;
meta. rpt_code , APICI345, APICI395, APICI405 E’Ei ;&
, APICI407, APICI410, APICI415 | ‘;:; %)
, APIC1420, APICI425, APICI430 | ™ ;
, APICI450, APICI451, APICI460
, APICI601, APICI625, APICIT701
, APICIT05, APICI901
3 : 001 ~ 012
form. rpt_num % : 001 ~ 004 3F % 2P e
Lz . 001 ~ 002
M : !
e o i3 e
E H L E
CODE : R
1{211:2‘ EEE: zzgiygipx type SEQ_FIX e %{%ﬁ? *
meta‘ tabs‘ tab tgfpe . SEQ PR * A
) T MIX DRk (R4
meta. tabs. appxs. appx_type )
meta. tabs. tab_head. Tnput_type NUMBER L ez .
meta. tabs. tab_cols. input_type N W 1131?] »
meta. tabs. appxs. appx_head. input_type TEXT ) N FaRE
' ' ' - " B DATE p #r (YYYMMDD) -
meta. tabs. appxs. appx_cols. input_type
meta. tabs. tab_cols. col_type LABEL o2 FEA gt
meta. tabs. appxs. appx_cols. col_type INPUT B -
form. tabs. datas. data_grou
form. tabs. appxs. datafdatg group CODE : Txé%%f
~ SEQ_FIX : B =L#kigr & | f fasf
meta. tabs. tab_cols. data_group , R
SEQ RS
meta. tabs. appxs. appx_cols. data_group
EMPTY ;A8
repBody. apply_status UPLOADED : #&i% = 5
repBody. form. apply_status RETURN ;9 ¢ 3E Ik A
repBody. forms[i]. apply_status CF_SELF : p ##+52 Bt
CF_TDCC : % %t t%4 ix
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LXeR P g FImy 47 APT % 4255 4 6 BRI R

[SSUE e d R
repBody. meta. release_status STOP e 3R & 5B i
. SPAN_WAIT : #B 4 &+
ingggy. 1{21132% i % Zhe?k_l?ig check_mark SPAN_FAIL = % % 6 17 4 < e
phocy. - @PDLY_10TO. - SPAN_SUCC : #5# fh 17 & =
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