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JSON(JavaScript
Object Notation)
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RESTful API - £ - 84 * RESTfulzk 3~ erlleb API » H 4L id
B % 4RJSONE VAML S T4 4654 5 3 -
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1. P~ API ¥ » J&i& 17 TLS ® PR35 (Server Authentication) ¥ 3
PR IGE 2 AR oo o

2. BEFPaaRrHE L MRERTY RN A6 0 AT E AREET @
*AgEE KR EL2Y 1P pEoCTP kML ir PR ¥ APL 32K email
FETETRY L EM F A1 REHEKEFDR ALK E T

TR
(=) B34 (OAuth 2.0)

OAuth 2.0 A_* *v4Een {7 £k o &4 % APl iR e ¢ -
L2805 (Client Credentials) %5 # * 4 & (> iuzd & 3B 84 © 3%
Walpw e FREI 200 3 MU EZ B 5P ¥ 2% RFC 6749
(https://tools. ietf.org/html/rfc6749) » # % st 2 = = ;¢ (Client
Credentials)in4#% @ &A™
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(B)---- Access Token --------- <|

>--(A)- Clienmt Authentication ---»| Authorization

|
|
| Server |
|
|

S NS 1S 14»,:-’@’3‘—]‘\7 BRI EFPAEL %/}E’! W PR
SR e

P8 @R E (Authorization Server): f F#HZ # 7 L AR AL P 3= 230
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RFC 7158)

(=) AP &3 2

1. HTTP Url

L4 AP = &

Method

URL

Query Parameters

GET http://api.example.com/user?source=ios&device=1ipad

Accept: application/json

Content-type:

{

"name": "Peter WU",
"email"™: "peter@mail.api.com"

|
application/json [

2. HTTP Header

(DzER

Headers

‘.. Body

TR o & 4% JSON 5% UTF-8 & ~ %8 (4 3

FdB e % ehjent > b pFL 2 Request dEJE R R o

APT =n 4 Request/ Response Success/Response Error #2% i #* gt HTTP

Header L. 1‘# T 52 4 3n] o
Field Name Field Field Format Memo
Description
X-Userld

Client 2 ?-ﬁ

L

String

?-ﬁf&%{,
LN ?
i

g;pi

pcclient 3 » i
PRI
9 k2
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X-InstlId Client H =& String E RPN SRR 8
5
X- 2 A gFAxp P | String (ISO UTC+0) | PR
TxnInitDateTime | & yyyy-MM- 2020-08-
dd’ T HH:mm:ss. SSS" 7" | 27T05:56:33. 9197

(2)- BF A3

API zn 4, Request/Response Success/Response Error $#2% ¢ #* gt HTTP

Header Ft 4 1 5 30 L% o
Field Name Field Field Format Memo
Description
X-Userld Client #* 4 | String pcclient # » it
3 ”*dﬁ@%si, — Aped
LR =R ’E IE'—_’?;]‘ E
5
X-Instld Client ¥ =+~ | String EADN: L S
X- 2 A gAep @ | String (ISO UTC+0) | PR
TxnInitDateTime | ¥ yyyy-MM- 2020-08-
dd’ T HH:mm:ss. SSS" 7" | 27T05:56:33. 9197
Authorization Access Token String

®F RGN
75 (Access Token)
E M
' & X
"Bearer" ¥ % F
PoRRE- L
2w PR

fme %

(Access Token)

3. HTTP Requestzﬁii‘éﬁi

HTTP Request d w B3 P = » & BZHP 4o !

URL

Method

Header

Body

(1DURL
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FFAZAENAFTNAFDTE APL Y 4250 1 o IR R 2 2

# 2B HTTP URL -
(2)Method

» 12 e HTTP Method » ¥ 5 GET(#39) ~ POST(R73/ L #7) % 457 =

i o

(3)Request Header
## B HTTP Header o
(4)Request Body 7 #

Request Body ** HTTP GET Method F#i& % ¥ T4l ; HTTP POST Method
Rl 3032y $39 S8 Bp % oo

i % &4z Header Content-Type 7 *77 F¢

% Content-Type: application/json ¥, #= & :

{
"rpt_year": "2020",
"rpt_num": "001",

}

% Content-Type: application/x-www-form-urlencoded F%, # & :

grant_type=client_credentials

HTTP Response 7 #L.% H

HTTP Response #& = 78 B Je = » & WP 4o !

Status Code Header Body
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(1)Response Status Code

¥ * Status Code % # # B3P 40T

SIS Status Description S G
Code
API g = # > 2 4 455834 B Response
200 | OK Body[1] o
FRR RPBF ALRSFAR
400 Bad Request Response Body[2] f
401 Unauthorized AFE g o 4e AP Key & %
403 Forbidden AT > o3 BT AP
404 Not Found EEH D FERRIL
500 Internal Server APT p 3ndg s\ a2 2
Error
503 Service Unavailable FIRE P T & E IR

# % 04xx ~ 05xx ¥ Status Code 7% & * ;&% B RFC 2616 -
(2)Response Header

# 7% B HTTP Header -
(3)Response Body

Response Body 3t & € r2 JSON 2 w @455 » w = 7 2 » fpds382 3 4
1}:{3’;\ ;’p‘u]ﬂ? 'QE’.T o

[1]. HTTP Status Code : 200 - (Success)

APT w = # 2 30 & e B2 3N 40T

{
"repBody" : {

J,
J
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B repBody

APL w st 43 & TR b o

%wj :

{
"repBody" : {

"dataName": [dataObjectl, dataObject2, «--]

J,
J

[2]. HTTP Status Code : 400 - (Error)

APT ¥ iR LA 7 5 4 5 B L 72558 ¢ F e e

L

{
"errors": |
{
"code": "string",
"message" : "string"
}
]
}
B code

fiTas A -
B nessage

P74 P it
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) JWE F AL 4e 2 %

JSON Web Encryption(JWE) #% #* v f2d2n & %8 @ e 2 484] > ¢ 3R 4p B
APT #-gx % JWE i® 2 FAE R % 24841 o
JWE i& * JSON Fl gt m4c 73 ¥ @ % basebdurl $nfs » » HjiF

#* Z_JWE Compact Serialization i¥ & @ﬁﬁfﬁm‘?q‘lﬁ;;\ 3 B % T
Bz gr 3P ¥ %% RFC 7516 (https://tools. ietf.org/html/rfc7516) o

l. Z£4&#P
(1) A&~ 4% £ 4 (Content-Encrypt Key : CEK)

(A2 &4k 7 20rim APL U L A @G 2Rt toh
7 B %354 JWACRFCT518 : JSON Web Algorithms) 5.1 -

2. API 34 %

4 %% -API 21 & (context)
{

"repBody" : {

by

}
se {8 -API 20 4 (jwe—enveloped) |
elemelOlJBMTI4QOJDLUhTMJU2I1w1YWxnIJoiZGlyIHO..ZrdIMQbMRppo_onQTGNPBQ.

G15aQ11knZG89rQKzV-d1rLYn_oQg3ulh2-
LEYSF jFUIFZPKJ9em0Js1xZhDY800pgx tST jJ2ubRVHoHSNIQUkOrb_AopiAhGBZ1y3NBdog

. zvwB4ugal LOERAVUoBVO1w

3. APl i i=(4cis)

& JWE Compact Serialization ® # %" |7 @E{FL AR5 L 5 5 B

c\'—;'vng;s, )/év ?F-E;%\'ﬁ P\ ’§ 7; .

(1)Protected Header : #5 it & < 4 B % & ;2 T3
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v JWE L 44 0w 5 F o 354 JWACRFCT518 = JSON Web Algorithms)
5.1

v dofk * A128CBC-HS256 » ¢ 4% = & % {"enc":"A128CBC-HS256"} -
A128CBC-HS256 # 7w 4 * AES_128_CBC_HMAC_SHA_256 authenticated
encryption algorithme # ¢ AES 128 CBC # 77 A~ 4 27 5 % »
HMAC_SHA 256 % 77 4~ E & w52 » 3% JWA 5.2.3 -

v ’E #% BASE64URL s #g o

(2)Encrypted Key : 45 i & ¥ 4v £ 47 31

\/ ‘4\2%13\;'4{1%%%@1(’ Vi %ﬂ%/;ﬁ'b*ﬁglﬂlg’#ﬂ Ka;"_mSlﬁlf’ E'}:;']IJO

v' ’F 3% BASEG4URL 4% -
(3)iv - Initialization Vector

VoA SR E R 2 A

v' F ¥ BASEGAURL 8 -

\\\?{r

Hoo

(=
=
TS
G

pa
g

(4)ciphertext : 4c @ B <
v Jf % BASEG64URL % #5 -
(b)tag : JWE Authentication Tag

Vor KA AT TR ER O BHREE
v’ 75 4% BASEG4URL %5 -

4, APl G4 A2 f

Voo PR REE 2 %H};ﬂ?@) ~ (b))~ (6)AF & 3§ 17 > 3% JWE(RFCT7516 :
JSON Web Encryption)*d4s A -

10



A4 T4emig s 2 T2 (JWE Protected Header ), > # 2 Base64URL %45
%= protected ° 4 & < 4 B F F F # {"enc":"Al128CBC-HS256",

"alg","dir"} ’ 2l Base64URL o B f$ E
eyJ1bmM101JBMTI4Q0JDLURTM jU211wiYWxnI joi1ZGlyIn0 -
> ¢

"eyJ1bmMi101JBMTI4Q0JDLURTM jU211wiYWxnI joi1ZGlyIn0"

(DAL [*~ 4t £45]

A4 256 Bits ptiic s dok % e ®iw B 2 4% A128CBC-HS256 & 5 #icvi 128
Bits 5 HMAC Key > # 128 Bits % ENC Key -

(A2 IViE

précAd 2 - 1 128 Bits Initial Vector -

>
"1v" " ZrdIM9bMRppo_on9TGNP6Q"

(4) &= tcip

B TAPI A B8 | o T2 i 4P 2 (clear-text) > 4rk 2 4 23
A128CBC-HS256 i 5 iz &7 > A4 T2 o

>

"ciphertext" :"G15aQl 1knZG89rQKzV-dlrLYn_ oQg3ulh2-

LEY5F jFUIFZPKJ9em0Js1xZhDY800pgxtST j J2ubRVHOHSNIQUkOrb_Aop1AhGB
Z1y3NBdbg"

(5)A 2 tag &

#-4 2 (1) A 4 0 protected ™ ASCII %4#% » & & 1 aad(Additional

11
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Authenticated Data) @ 3+ % aad & B 2 # — 2.8 B Bytes #aad Length>
b4 aad & B 5 bl B Bytes(408 Bits) > B A& # & aad Length %
0x0000000000000198 -

2 & aad ~ Initial Vector ~" %~ ;~aad Length’® 4raad || Initial
Vector || context-ciphered || aad Length ’ 44 < 4c % # A128CBC-
HS256 i& & ;% » Rl * HMAC-SHA256 i & ;2 » 4 3% 2 & 4 H IMAC Key 4+
FAEEFEE > B HMAC & FBw 128 Bits & T4 E&%E

iR e

-~ "

"

=\

7L

B o
->
"tag" :" zvwB4ugal L9ERAvUoBVO1w"

(6) A& 41 JWE Compact Serialization 4t &zt 4

>
eyJ1bmM101JBMTI4Q0JDLUNTM jU211w1YWxnI jo1ZGlyIn0. . ZrdIM9bMRppo_o
n9TGNP6Q. G15aQ11knZG89rQKzV-d1lrLYn_oQgdulh?2-

LEY5F jFUIFZPKJ9em0Js1xZhDY800pgxtST jJ2ubRVHOHSNIQUkOrb_AopiAhGB
Z1y3NBdbg. zvwB4ugal L9ERAvUoBVO1w

12
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2| Eigaazy |21 | ELAG
3| RApidsn |l |mWRTE
ol IR VIO R I
P 4
5| magpan |51 |08
S | PEARER G A
g | BT AT
RSN

(=)

1.

& APL 3B~ 3% s mde o~ B35 5B @ CTP_API_OAS_v1. 0. json »
st it 2 OpenAPl Specification #8238 » 7 i@ * 3 S E 82 4z 50
B EcA~ 25 &8 3 [hitps://editor.swagger.io/ | 7= 7 #-pb 4% % B fx o

AR

# = & fidesi P S additionalProp*e # 77 3%# = & 72 d p 7 Key/Value
riea o key R4tEE T AR Al svalue F¥BE T L ELALD
M % o blde D object ~ object array ~ string ~ string array & 3| i 0 14
B LA E AP 20 Al ey o v g forms 3 & 5 array 0 P
REmP 27 3 TR #E h additionalPropX" - EHF £+ H T3

additionalPropend| fi = > P ¥ R E L F B A 0 &7 &ow P 2
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2. F B FAMF & JSON #58% 3 02 Key/Value 2 & 5 4 > e:c“f«%?;
?%Wﬁﬁﬁﬁﬁﬁi%ﬂ’ﬂ%ﬁﬁﬁaiﬁﬁwﬁﬁ%wwwo
3. FTHHFEAFAEER S BET A ILP 27 v i (NILL) -
(D Key HFHRMNZ S F8AERF > wRIFPE > b4 " o
(2)zKey $#FRPM 75 JSONS 23 fap > vzt blde: {} o
(3iZKey #HFRPMF 5 LAAERF > wRZELEH > bl4e [] o

Y
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